Amendments to the Claims 

Please replace the Claims as shown below: 

1. (Currently Amended) A memory architecture, comprising: 

[[a)]] an unprotected memory space configured to store encrypted information, 
said encrypted information corresponding to a plain text version thereof; 
a message digest corresponding to said encrypted information: 
[[b)]] a first protected memory space configured to store at least a subset of 

operating system instructions; and 
[[c)]] a second protected memory space configured to store said plain text 
version of said encrypted information; 
wherein said operating system instructions in said first protected memory space operate 
on said plain text version of said encrypted information in said second protected 
memory space. 

2. (Original) The memory architecture of Claim 1 , wherein said encrypted information 

comprises an instruction to load said encrypted information from said 
unprotected memory space into said first protected memory space. 

3. (Original) The memory architecture of Claim 2, further comprising one or more 

instructions to decrypt said encrypted information in said first protected memory 
space to form said plain text version. 

4. (Original) The memory architecture of Claim 1, wherein said encrypted information 

comprises an instruction to store at least one of (i) said encrypted information in 
said first protected memory space, (ii) said plain text version in said first 
protected memory space, and (iii) said plain text version in said second 
protected memory space. 

5. (Original) The memory architecture of Claim 1, wherein said unprotected memory 

space is further configured to store executable code and data. 
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6. (Currently Amended) The memory architecture of Claim 1, wherein said subset of 

operating system instructions comprises at least one member selected from the 
group consisting of: 

a) fetching or pre-fetching at least part of said executable code and data; 

b) interpreting at least part of said executable code and data; 

g) translating at least part of said executable code and data; and 

d) determining whether information in said unprotected memory space 

comprises encrypted information. 

7. (Original) The memory architecture of Claim 6, further comprising a third protected 

memory configured to store said plain text version after at least one operating 
system instruction has operated thereon. 

8. (Currently Amended) The memory architecture of Claim 1 , further includ i ng an 

author i zat i on key or messag e digest corresponding to or assoc i ated w i th s aid 
e ncrypt e d i nformat i on wherein said first protected memory space comprises 
flash memory . 

9. (Currently Amended) The memory architecture of C l a i m 8 Claim 1 , wherein said first 

protected memory space further comprises a table or list linking said 
author i zat i on key or message digest to said plain text version in said second 
protected memory space. 

10. (Original) The memory architecture of Claim 9, wherein said table comprises a 

non-zero location of said plain text version in said second protected memory 
space. 

1 1 . (Currently Amended) The memory architecture of Claim 1 , wherein said first 

protected memory space further comprises a table or l ist linking a unique 
identifier for said encrypted information to a pointer for at least one of (i) a 
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location of said plain text version and (ii) a location of a decryption tool for 
decrypting said encrypted information. 

12. (Currently Amended) A system for operating on encrypted information, comprising: 

a processor; and 

a memory architecture of comprising: 

an unprotected memory space configured to store encrypted 
information, said encrypted information corresponding to a plain text 
version thereof; 

a message digest corresponding to said encrypted information: 
a first protected memory space configured to store at least a 
subset of operating system instructions; and 

a second protected memory space configured to store said plain 
text version of said encrypted information, wherein said operating system 
instructions in said first protected memory space operate on said plain 
text version of said encrypted information in said second protected 
memory space; 

wherein said processor is configured to execute said operating system 
instructions. 

13. (Original) The system of Claim 12, wherein said unprotected memory space 

comprises at least part of a hard disk. 

14. (Original) The system of Claim 12, wherein said first protected memory space 

comprises at least part of a first ROM. 

15. (Original) The system of Claim 12, wherein said second protected memory space 

comprises at least part of a second ROM. 

16. (Original) The system of Claim 12, further comprising at least one peripheral 

device configured to operate in accordance with said encrypted information. 
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17. (Currently Amended) A method of operating on encrypted and/or h i ddon 
information, comprising tho st o ps of : 

[[a)]] transferring said encrypted and/or h i ddon information to a first protected 
memory address inaccessible to a user-accessible software program, but 
accessible to an operating system instruction set; 

[[b)]] if said encrypted and/or h i dd e n information comprises encrypted 

information, decrypting said encrypted information to form a decrypted 
version of said encrypted information , said decrypting comprises a 
message digest ; and 

[[c)]] storing said first protected memory address in a second protected 

memory address inaccessible to a user-accessible software program, but 
accessible to an operating system instruction set, wherein said second 
protected memory address is linked to an original location of said 
encrypted and/or hidd e n information. 



18. (Currently Amended) The method of Claim 17, wherein said encrypted and/or 

h i ddon information comprises encrypted information. 

19. (Original) The method of Claim 18, wherein said original location of said encrypted 

information is in unprotected memory. 

20. (Original) The method of Claim 18, further comprising linking a decryption key to at 

least one of said encrypted information, said original location and said first 
protected memory address. 

21. (Currently Amended) The method of Claim 17, further comprising operating on 

said decrypted version and/or hiddon information entirely within protected 
memory. 
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22. (Currently Amended) The method of Claim 21, wherein said protected memory 

comprises random access memory. A medium or wav e form conta i n i ng a 
computer readabl e s e t of instruct i ons adapted to perform th o mothod of C l aim 

23. (Currently Amended) A system for hiding information, comprising: 

[[a)]] one or more units of information to be hidden; 

[[b)]] a unique identifier for each of said units of information; 

[[c)]] one or more tools configured to hide each of the units of information at a 
known location in protected memory that comprises ROM : and 

[[d)]] a second location in protected memory adapt e d to stor e for storing each 
of said unique identifiers and a corresponding known location in protected 
memory where the corresponding unit of information is hidden. 



Examiner: Truong, Thanhnga B. 
Art Unit: 2135 



6 of 11 



Appl. No.: 10/719,879 
TRAN-P185 



